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DETAILED ACTION 

1 . New Claims 29-50 are rejected in this Office Action. 

2. Applicants cancelled Claims 1-28. 

Continued Examination Under 37 CFR 1.114 

3. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee 
set forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office 
action has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission 
filed on 06/09/09 has been entered. 

Information Disclosure Statement 

4. The Information Disclosure Statement filed on 04/27/09 has been considered. 

Response to Amendment 

5. Receipt of Applicant's Amendment filed 06/09/09 is acknowledged. 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious 
at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

This application currently names joint inventors. In considering patentability 
of the claims under 35 U.S.C. 103(a), the examiner presumes that the subject 
matter of the various claims was commonly owned at the time any inventions 
covered therein were made absent any evidence to the contrary. Applicant is 
advised of the obligation under 37 CFR 1 .56 to point out the inventor and invention 
dates of each claim that was not commonly owned at the time a later invention 
was made in order for the examiner to consider the applicability of 35 
U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) prior art under 35 
U.S.C. 103(a). 

Claims 29-50 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over US Patent No. 7,222,157 issued to Sutton, Jr. et al. ("Sutton") and further in 
view of US Patent No. 6,052,709 issued to Sunil Paul ("Paul"). 

As to Claim 29, Sutton teaches a method comprising: for each of a plurality 
of electronic devices, in real time: 

• capturing substantially all digital data sent from a network to the electronic 
device before the digital data is provided to an application layer for 
presentation to a user of the electronic device (Figures 1-2, column 7, lines 30- 
64, wherein storing all portions of the communication read on capturing 
claimed limitation); 
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• receiving an indication from the at least one server of whether the captured 
digital data is illicit digital data or non-illicit digital data, the indication resulting 
at least in part from the content-rating service (Figures 1-2 (block230), column 
7, lines 41-44); and 

• blocking the illicit digital data from delivery to the application layer (column 9, 
lines 33-38). 

• Sutton does not explicitly teach delaying delivery of the digital data to the 
application layer on the electronic device at least until the digital data is 
designated non-illicit by a backend system on the network, the backend system 
comprising at least one server, the at least one server providing a content- 
rating service for rating illicitness of digital data. However, 

Paul teaches delaying delivery of the digital data to the application layer on the 
electronic device at least until the digital data is designated non-illicit by a 
backend system on the network, the backend system comprising at least one 
server (Figure 1 blockl 20/1 21/1 22), the at least one server providing a content- 
rating service for rating illicitness of digital data (Figures 1-2 and 5-6, column 3, 
lines 52-62; column 7, lines 1-14; column 8, lines 44-54; Figures 2, 4-6, column 
6, lines 49-52, wherein the filter204 read on the content-rating service, wherein 
the filter204 may use multiple display codes indicating multiple status levels of 
JUNK, wherein multiple status levels read on the rating claimed limitation). 
Thus, it would have been obvious to a person of ordinary skill in the art at the 
time of the invention to combine method for controlling delivery of unsolicited 
electronic mail teaching of Paul with identification and filtration of digital 
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communications teaching of Sutton to provide method and system which 
efficiently identifies, controls and prevents unsolicited electronic messages 
delivery to the users (Paul, column 1 lines 43-49). 

As to Claim 30, Sutton in combination with Paul teaches comprising, for 
each of the plurality of electronic devices, in real time, allowing delivery of the non- 
illicit digital data to the application layer for presentation to the user of the 
electronic device (Sutton, Figure 1 and Figure 4 block450, column 7, lines 1-3). 

As to Claim 31, Sutton in combination with Paul teaches comprising, for 
each of the plurality of electronic devices, in real time, capturing substantially all 
requests for digital data over the network by the electronic device (Sutton, Figures 
1-2, column 7, lines 30-64 wherein storing all portions of the communication read 
on capturing claimed limitation). 

As to Claim 32, Sutton in combination with Paul teaches comprising: for 
each of the plurality of electronic devices, concurrently routing: 

• information relating to at least some of the captured requests for digital data to 
the at least one server providing the content-rating service (Sutton, Figure 1 
block132, column 5, lines 10-13; and Figure 4 block450, column 7, lines 1-3); 
and 

• the at least some captured requests to intended destinations on the network 
(Sutton, Figures 1 and 4 block450, column 7, lines 1-12). 

As to Claim 33, Sutton in combination with Paul teaches wherein at least 
some of the captured digital data is digital data received at the electronic device as 
a result of the step of routing the information relating to at least some of the 
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captured requests for digital data to the intended destinations (Sutton, Figure 2, 
column 7, lines 30-64). 

As to Claim 34, Sutton in combination with Paul teaches wherein at least 
some of the captured digital data is digital data received at the electronic device 
independent of the routing step (Sutton, Figures 1 and 2, wherein block220 read 
on the captured digital data which is independent of the routing step illustrated in 
Figure 4 block450). 

As to Claim 35, Sutton in combination with Paul teaches comprising, on the 
at least one server, rating the digital data for illicitness using a word-by-word 
analysis of the digital data (Paul, column 6, lines 55-58). 

As to Claim 36, Sutton in combination with Paul teaches further comprising, 
responsive to the rating step, storing a rating and identification information for the 
rated digital data together in a content database in communication with the at least 
one server (Paul, Figure 5, column 9, lines 10-13). 

As to Claim 37, Sutton in combination with Paul teaches comprising, for 
each of the plurality of electronic devices, sending an authentication signal to the 
backend system, the authentication signal providing validation information 
indicating whether the electronic device corresponds to a valid user account 
(Sutton, column 4, lines 5-23, wherein the digital signature for all or part of the 
communication read on the authentication signal claimed limitation). 

As to Claim 38, Sutton in combination with Paul teaches further comprising, 
for each of the plurality of electronic devices, filtering communication between the 
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electronic device and the network for personal information (Paul, column 9, lines 
17-21). 

As to Claim 39, Sutton in combination with Paul teaches further comprising, 
for each of the plurality of electronic devices, filtering communication between the 
electronic device and the network for explicit requests for illicit content (Paul, 
column 7, lines 15-21). 

As to Claim 40, Sutton in combination with Paul teaches wherein the 
electronic device comprises at least one of: a personal computer; a set-top box; a 
router; and a gateway (Sutton, Figure 1, column 4, lines 37-43). 

As to Claim 41, Sutton in combination with Paul teaches further comprising 
transmitting configuration settings to the electronic device corresponding to the 
valid user account (Paul, Figure 5, column 8, lines 24-32). 

As to Claim 42, Sutton in combination with Paul teaches wherein at least 
some of the digital data comprises an instant message en route to an instant 
messaging application on the electronic device (Sutton, Figures 1 and 6, column 2, 
lines 2-3). 

As to Claim 43, Sutton in combination with Paul teaches wherein at least 
some of the digital data comprises an email message en route to an email 
application on the electronic device (Sutton, Figures 1 and 6, column 2, lines 2-3). 

As to Claim 44, Sutton in combination with Paul teaches further comprising, 
for at least one of the electronic devices, rating the digital data for illicitness 
utilizing a content-rating module on the electronic device (Paul, Figures 2, 4-6, 
column 6, lines 49-52, wherein the filter204 read on the content-rating module, 
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wherein the filter204 may use multiple display codes indicating multiple status 
levels of JUNK, wherein multiple status levels read on the rating claimed 
limitation). 

As to Claim 45, Sutton in combination with Paul teaches comprising, for at 
least one of the plurality of electronic devices: 

• transmitting information related to the captured digital data to a reporting server 
(Sutton, Figures 7-10 block1015, column 14, lines 7-35); and 

• on the reporting server, logging network activities of the user of the electronic 
device via the information related to the captured digital data (Sutton, Figures 
7-10 block1015, column 14, lines 7-35). 

As to Claim 46, Sutton in combination with Paul teaches comprising: on 
the reporting server, for the at least one of the plurality of electronic devices: 

• generating a report summarizing illicitness of network activities of the user of 
the electronic device for a predetermined time period (Sutton, Figures 7-10 
block1015, column 14, lines 7-35); and 

• transmitting the report over the network to a third party (Sutton, Figures 7-10 
block1015, column 12, lines 32-37). 

As to Claim 47, Sutton in combination with Paul teaches comprising: 

• wherein the at least one of the plurality of electronic devices comprises more 
than one electronic device (Paul, Figure 1 block120-122, block130-138, column 
3, lines 61-62); 
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• generating a multi-user report summarizing illicitness of network activities of 
each user of the more than one electronic device for a predetermined time 
period (Sutton, Figure 9, column 12, lines 38-67; column 13, lines 1-67; and 
column 14, lines 1-6); and 

• transmitting the multi-user report over the network to a third party (Sutton, 
Figures 7-10 block1015, column 12, lines 32-37). 

As to Claim 48, Sutton in combination with Paul teaches comprising, for at 
least one of the plurality of electronic devices: 

• delaying delivery of the digital data to the application layer on the electronic 
device at least until the digital data is designated non-malicious by the backend 
system (Sutton, column 13, lines 9-15, wherein the e-mail may be held for 
further review read on the delaying delivery claimed limitation); 

• receiving an indication from the backend system on whether the digital data is 
malicious or non-malicious (Sutton, Figures 5 and 9, column 12, lines 51-67 
and column 13, lines 1-8, wherein spam, unsolicited read on malicious claimed 
limitation); and 

• blocking the digital data deemed to be malicious (Sutton, Figure 9, column 9, 
lines 33-38). 

As to Claim 49, Sutton in combination with Paul teaches comprising, for at 
least one of the plurality of electronic devices: 
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• receiving an indication from the backend system that at least one of the 
captured requests for digital data represents an unauthorized intrusion on the 
electronic device (Sutton, Figures 6 and 9, column 13, lines 46-52); and 

• denying the at least one of the captured requests for digital data (Sutton, 
Figure 9 wherein blocking unsolicited e-mail from receiving system read on 
denying claimed limitation). 

As to Claim 50, Sutton teaches a method comprising: 

• capturing, on an electronic device, substantially all requests for digital content 
over a network (Figures 1-2, column 7, lines 30-64, wherein storing all portions 
of the communication read on capturing claimed limitation); 

• receiving, on the electronic device, an indication from the at least one server of 
illicit or non-illicit for each of the at least some requests for digital content, the 
indication being at least partially based on the rating step (Figures 1-2 
(block230), column 7, lines 41-44); and 

• restricting presentation of any digital content for which the illicit indication is 
received to a user of the electronic device (column 9, lines 33-38). 

• Sutton does not explicitly teach on the electronic device, concurrently routing: 
information relating to at least some of the captured requests for digital content 
to a backend system on the network, the backend system having at least one 
server providing a content-rating service; and the at least some captured 
requests to intended destinations on the network. However, 
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Paul teaches on the electronic device, concurrently routing (Figure 1 illustrates 
concurrently routing between blockl 20/1 21/1 22 and blockl 30-1 32,1 33- 
135,136-138): 

o information relating to at least some of the captured requests for digital 
content to a backend system on the network, the backend system 
having at least one server providing a content-rating service (Figure 5 
wherein block504 read on the content-rating service, column 8, lines 15- 
26); and 

o the at least some captured requests to intended destinations on the 
network (Figures 1-2 and 5-6, column 6, lines 27-30); 

o on the at least one server on the backend system (Figure 1 
blockl 20/1 21/1 22), rating the digital content being requested in the at 
least some of the requests for digital content using the content-rating 
service (Figures 1-2 and 5-6, column 3, lines 52-62; column 7, lines 1- 
14; column 8, lines 44-54; Figures 2, 4-6, column 6, lines 49-52, wherein 
the filter204 read on the content-rating module, wherein the filter204 
may use multiple display codes indicating multiple status levels of 
JUNK, wherein multiple status levels read on the rating claimed 
limitation). Thus, it would have been obvious to a person of ordinary 
skill in the art at the time of the invention to combine method for 
controlling delivery of unsolicited electronic mail teaching of Paul with 
identification and filtration of digital communications teaching of Sutton 
to provide method and system which efficiently identifies, controls and 
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prevents unsolicited electronic messages delivery to the users (Paul, 
column 1 lines 43-49). 



Citation of Pertinent Prior Art 

7. The prior art made of record and not relied upon in form PTO-892 if any is 
considered pertinent to applicant's disclosure. 



Response to Arguments 

8. Applicant's cancelled claims 1-28 and amended with all new claims 29-50, and 
therefore necessitated the new grounds of rejection presented in this Office action. 
Thus, the arguments are moot in view of the new grounds of rejection presented. 



Examiner Remarks 

9. In the Spirit of Compact Prosecution, Applicant is recommended to contact the 
Examiner for an interview to discuss the novelty and usefulness of the inventive 
concepts that the instant application is intended to focus on. Applicant may, 
optionally without an interview, amend the claims to further direct the claims 
toward Applicant's particular inventive concept with its novelty and usefulness. 



Contact Information 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Thanh-Ha Dang whose telephone number is 
571-272-4033. The examiner can normally be reached on Monday-Friday from 
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9:00 AM to 5:00 PM. If attempts to reach the examiner by telephone are 

unsuccessful, the examiner's supervisor, Don Wong can be reached on 571-272- 

1834. The fax phone number for the organization where this application or 

proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR 

only. For more information about the PAIR system, see http://pair- 

direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

If you would like assistance from a USPTO Customer Service Representative or 

access to the automated information system, call 800-786-9199 (IN USA OR 

CANADA) or 571-272-1000. 

Thanh-Ha Dang 
Examiner, AU 2163 
August 27, 2009 

/Hung T Vy/ 

Primary Examiner, Art Unit 2163 



